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E-Signature Software Platform 

Request for Proposals    
 

Summary          
Vermont Energy Investment Corporation, a mission-driven, nonprofit organization dedicated to 
reducing the economic and environmental costs of energy use, is seeking proposals from 
professionals or organizations for an E-Signature Software Platform.   Responses to this 
Request for Proposals (RFP) must be delivered electronically to VEIC by 5 p.m. EDT on 
6/6/2022. VEIC will not accept responses submitted after 5 p.m. EDT.  Please submit your 
response electronically via e-mail to: mduncan@veic.org with “RFP Submittal for E-Signature 
Software Solution” in the subject line.  
 
VEIC will respond to individual questions regarding this RFP only as follows: VEIC will receive 
questions regarding requirements and scope of work up to and no later than 5 p.m. EDT 
5/13/2022, via e-mail only, to mduncan@veic.org with “E-Signature Software Solution RFP 
Question” in the subject line.  When appropriate, please refer to the RFP page number and 
Section Heading for ease of navigation and response. VEIC will post answers to respondent 
questions on the VEIC website http://www.veic.org/company/requests-for-proposals no 
later than 5/23/2022.  

Company Background 
Vermont Energy Investment Corporation 

Vermont Energy Investment Corporation (VEIC) is a mission-driven, nonprofit organization 
dedicated to reducing the economic and environmental costs of energy use.  It carries out its 
mission, in part, by designing and implementing innovative energy efficiency and renewable 
energy programs. Founded in 1986, VEIC is nationally and internationally recognized for 
advancing energy efficiency, energy conservation, and renewable energy programs and projects 

RFP Release Date: 04/29/2022 
Bidder Questions Due: 05/13/2022 
Answers Posted: 05/23/2022 
Proposals Due: 06/06/2022 
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across the United States, Canada, and Europe. VEIC employs 290 professionals and is 
headquartered in Winooski, Vermont. It also has a presence in several states, including offices in 
Washington, DC.  For additional information, please see the VEIC Website: www.VEIC.org 

VEIC is a Just-labeled organization, committing itself to corporate transparency on social justice 
and equity indicators.  We’ve also adopted the Social Vulnerability Index across our entire 
organization to measure the impact our work has on underserved communities. With ongoing 
employee engagement in social and energy justice principles, justice and fairness are 
embedded in everything we do. We see opportunities everywhere to create new tools that 
can help us build the kind of company—and the kind of society—we want to see.  

Project Background 
The contracting process at VEIC is complex, and critical to business operations. It reaches almost 
every individual in some capacity, and its ability to function correctly and efficiently will greatly 
support VEIC’s overall nimbleness and ability to execute on its goals and initiatives.  As an apex 
element of the contracting process, the E-Signature tool must be highly functional, secure, easy-
to-use by staff and external parties, and it must seamlessly integrate with VEIC’s current contract 
management system- SpringCLM (also known as DocuSign CLM.CM).  VEIC is currently being 
served by an e-signature vendor.  However, as part of its internal competitive bidding 
requirements, VEIC is issuing this RFP to evaluate all possible vendors, including its existing 
vendor, to consider continuation with the current vendor, or to move to a new vendor solution. 

Process Overview 
The contract lifecycle at VEIC is managed using our current Contract Management tool, 
SpringCLM (aka DocuSign CLM.CM).  The VEIC E-signature tool is used in two main ways: 

1. Stand-alone E-Signature: Approved documents are uploaded to the E-Signature tool, 
and either sent one at a time, or templatized for high usage.  E-signature is executed, 
and the documents are temporarily stored in the E-signature tool’s repository before 
being permanently filed according to VEICs internal protocols. 

2. Signing and Execution from within the Contract Management System: Documents 
approved through SpringCLM can be sent to internal and external parties for electronic 
signature, then routed for automatic storage or appropriate filing within the Contract 
Management system. 

Features and Requirements by Use Type 
The following is a list of features and requirements for the E-Signature tool to support both of 
the above-mentioned use types at VEIC.  Any proposed solution must be able to meet all of the 
“Core Functionality / Minimum Requirements” items.  Please describe in your proposal how your 
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product will support the “Core Functionality” items.  Solutions will also be evaluated on their 
ability to provide the listed “Additional Features” as well.  

Use 1: E-Signature as a Stand-Alone Tool 

Core Functionality / Minimum Requirements (these will apply to BOTH use 1 AND 
Use 2) 

a. Platform complies with ESIGN, UETA and eIDAS laws/regulations 
b. Users can set up roles for document recipients (signers, viewers, receives a 

copy, etc.) and customize options and accessibility for each.   
c. Users can add multiple attachments for viewing and/or various actions, 

including e-signature. 
d. Users can fully customize action fields and make them optional or required 

on documents (such as signature, title, date, check box, radio button, text box, 
etc.). 

e. Action fields such as signature box, date signed, text boxes, checkboxes, etc., 
can be automatically placed into documents being sent for signature via 
anchor tagging or similar.  Please describe. 

f. Recipients can delegate/transfer signatory responsibility (if enabled by VEIC 
sender). 

g. Batch send of envelopes, similar to a “mail merge”, using a .csv or .xlsx 
contact list.  How does your software accomplish this? 

h. Software is completely adaptable to all mobile platforms without need for 
downloading a dedicated mobile app. 

i. Reminders are fully customizable 
j. Platform supports multiple document formats for upload, such as pdf, Word, 

PowerPoint, and Excel (please specify all document types supported). 
k. Templates: Platform supports creation, storage and organization of templates. 
l. Platform offers an option to include a PDF of the executed agreement OR a 

link (only) to the executed document.  How does your platform accomplish 
this? 

m. Platform supports correction of envelopes in motion, when applicable (e.g. 
prior to signature). 

n. Reporting: Platform provides reporting feature to analyze all different types of 
usage, such as User Activity Reports, Envelope Status Reports, Signature 
Completion Reports, Environmental Impact Reports, all of which are 
customizable for specific users, date ranges, etc. 

o. Users can access sent/received documents, templates, etc from their own user 
inbox view of the platform (or similar). 
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p. Users may have shared access to each other’s accounts (or inboxes / sent 
items), with shared access controlled by the account administrator(s). 

q. Application administrator(s) can view and act on all documents sent by 
organization users  

r. Training Materials: excellent training materials are available to get VEIC staff 
quickly up-to-speed on the use of the E-Signature tool. 

s. The solution supports SSO integration with AzureAD 
t. Documents and data belonging to VEIC and its partners may not leave the 

United States due to contractual obligations. Please provide assurances that 
all VEIC data, in both production and disaster recovery infrastructure, will 
remain at all times within United States boundaries. 

 
Additional Features. Please describe how your solution can, if applicable, provide the 
following functionality: 

a. Links can be added to documents allowing the upload and attachment of 
external documents (such as a W9 or COI).  

b. Additional languages are supported, and messages to recipients can be 
automatically adapted to recipient’s default internet browser language. 

c. E-signature and reminders can be sent via SMS. 
d. Mechanism/Solution to manage internal escalation and facilitation of a 

document for signature.  For instance, an executive level signatory is sent a 
contract for signature, what solutions does your product have in place for 
internal visibility on that document for Legal Team, Contract 
Facilitators/admin staff pre and post execution of signature? 

e. Signatures can be sent to signing groups (groups of signers where signature 
is required from any one of the group members) 

f. Documents can be hosted online for multiple parties to sign and have the 
signed document automatically returned to VEIC staff (eg. a standard NDA 
hosted on a site for parties to sign on an as-needed basis) 

g. Describe your platform’s current integration with the following seven 
Financial Platforms, including any additional costs associated with integration.  
If your platform does not already integrate with one or more of these 
platforms, please describe the process by which your platform could become 
integrated, any costs involved, and/or if it would not be possible: 

1. Acumatica, 2. Deltek, 3. FinancialForce, 4. Infor, 5. Microsoft, 6. Sage 
Intacct, 7. Workday  
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Use 2: E-Signature from Within Contract Management System 

Core Functionality / Minimum Requirements 

a. Users can send an approved document for signature from within the Contract 
Management system (currently SpringCLM).   

b. History of the e-signature process for each document sent for e-signature is 
accessible within the Contract Management System (currently SpringCLM). 

c. Fully-executed documents automatically return to the Contract Management 
System (currently SpringCLM) for automatic filing. 

Additional Features. Please describe how your solution can, if applicable, provide the 
following functionality: 

a. Help & Resource Features – The system provides guided user 
experience by proactively providing needed resources and 
information through the entirety of E-Signature process.  

b. System enforcement of internal business rules (i.e. checklist for 
supporting docs or attachments, or signature authority list) that is 
customizable and configurable to VEIC. 

 

Technical Specifications and Requirements 

Please address the following in your response: 

A. Data Migration:  Can your solution both import and export data such as documents 
and templates to/from other platforms? What artifacts (document history, metadata, 
etc), if any, are lost on import/export?  Please describe in detail how we would export 
our data both to and from your platform, what artifacts may be lost, and if there are 
any additional products or costs involved.  Are imports/exports pre-built, manual, or 
do they require an API? Please describe. 

B. Data Backup & Security: Please describe your procedures for data backup and 
ensuring security of system data 

C. Role based security – Can user roles be created and maintained based on groups or 
levels? Can users be in more than one group or role? Please describe options for 
access level in user roles, such as read-only, administrator level, facilitator/manager, 
end user, etc. 
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RFP and Implementation Schedule  

RFP release April 29, 2022 
Bidders Questions Due May 13, 2022 
Answers posted May 23, 2022 
RFP responses due  June 06, 2022 
Selection of final round bidders June 20, 2022 
Deadline for final round bidders to present 
demonstrations or additional information 
as requested by selection committee 

July 08, 2022 

Final bidder selected July 15, 2022 
Contract negotiations and signature July 15-29, 2022 
Roll out and launch to end users 
(tentative) 

August 12, 2022 

 

Proposal Requirements  
1. Narrative Proposal: Please include a brief narrative explanation of your organization 

and the product(s) and service(s) you offer. Please include any relative history or 
examples of success rolling out an enterprise-wide solution to end users. 

In addition to your narrative proposal, please answer the following questions individually 
and separately. 

Software Support and Services  

 What is the standard support/maintenance policy? Are there different tiers? 
 Are system maintenance and upgrades provided automatically? 
 What services are available? (training, implementation, support documentation, 

etc.) Please indicate whether any additional services are required or 
recommended for initial implementation or optimum results, and whether there 
is any additional cost. 

 What training, help, or guides exist for your solution? Is there a user community?  
 Please describe the typical process for both major and minor releases? Please list 

the update history for the prior 12 months as an example of frequency of releases 
of updates. 

 Describe your support process – how are tickets reported? What is your response 
time commitment? What are escalation paths? 

 How often do your average customers contact support? 
 What are the most common issues reported to support? 
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Implementation Strategy 

 Please describe your implementation process 
 What is the typical implementation timeframe? 
 Is it possible during implementation to migrate existing contract data from VEIC’s 

current E-signature solution? 
 How are user accounts created and managed? 
 How is end user training provided? 

Business Continuity 

 Please describe your data backup and retention strategies 
 Please describe any limits to data storage and retention 
 Please provide a history of downtime or outages to your solution in the past 12 

months. 

Data Security 

 How is your infrastructure secured physically? 
 Please describe any security frameworks or certifications to which you adhere 
 Please describe how access is provisioned. 
 Please describe data protection strategies at rest 
 When a security vulnerability is discovered, how long do you typically take to 

release a patch to address it? 
 Please complete the attached VEIC Information Security Questionnaire. 

 

2. Cost and budget 

In your response, please provide pricing information that includes the following: 

 Pricing structure, including term and renewal(s)  
 Estimated cost for VEIC users. If your solution is measured by user or user type, 

use the following counts: 
o Admin: 3-5 
o Managers/Facilitators: 5-10 
o Full end users: ~290 

 Please indicate which of the following are included, and to what extent: 
o Document storage 
o E-signature envelopes/sends 
o Maintenance and support 
o Implementation services 
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o Ongoing services, if available and/or recommended 
 Proposed payment structure 
 

3. Appendices 
A. A copy of your standard contract including any applicable terms and conditions 
B. A draft order form or quote detailing the proposed solution and purchase 

options 

Evaluation Criteria 
RFP responses will be evaluated using the following criteria:  

Technical features and specifications of system (Core and Optional*) 40 
Cost and budget 30 
Integrations and Trainings 20 
Responsiveness/Quality of RFP response 10 
Total points available 100 

 

Exceptions Form 
Please complete a proposal Exception Summary Form (see below) with exceptions to items 
listed in any Core Functionality section of this RFP or the attached InfoSec requirements.  
VEIC will take these exceptions into consideration when evaluating responses.   

RFP/ Contract 
Reference 

Bidder’s Proposal 
Reference 

Brief Explanation of Exception 

(Reference 
specific outline 
point to which 
exception is 
taken) 

(Page, section, items in 
bidder’s proposal 
where exception is 
explained) 

(Short description of requested exception) 

1.       

2.      
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Limitation 
This RFP does not commit VEIC to award a contract or to pay any costs incurred in the 
preparation or submission of proposals. VEIC reserves the right to reject any or all proposals 
received in response to this RFP, to negotiate with any qualified bidder or to cancel in part or in 
its entirety the RFP, if any of these actions is deemed by VEIC in its sole discretion to be in VEIC’s 
best interest.  

 

Insurance Requirements  
Before entering into a definitive agreement, the successful bidder shall be required to provide 
Certificate(s) of Insurance to show that the following minimum coverages are in effect. Where 
applicable the Certificate(s) of Insurance shall name VEIC as an Additionally Insured party.  It is 
the responsibility of the successful bidder to maintain current Certificates of Insurance on file 
with VEIC throughout the term of the definitive agreement. 
 
General Liability and Property Insurance:  

$1,000,000 per Occurrence 
$1,000,000 General Aggregate 
$1,000,000 Products / Completed Products Aggregate (where appropriate) 
$50,000 Fire Legal Liability 
 

Cyber Liability Insurance: $2,000,000 per occurrence / $2,000,000 aggregate 
 
Technology Errors & Omissions: $1,000,000 per occurrence / $2,000,000 aggregate 
 
Excess or umbrella policies may be combined to achieve any of the required insurance limits 
listed above. 
 

Information Security Requirements 
Please review the Information Security Requirements listed in Appendix A and provide a 
complete Information Security Questionnaire (available for download with this RFP) with your 
response.  VEIC will not consider any exceptions or requests to negotiate terms that were not 
called out as exceptions to the Information Security Requirements in the RFP response. 

  



  E-Signature Platform RFP    10 

 

Appendix A 

VEIC  
VENDOR INFORMATION SECURITY REQUIREMENTS  

Vermont Energy Investment Corporation and its individual operating companies, divisions, 
subsidiaries and affiliates (collectively, “VEIC”) must ensure that access to its information 
systems, networks, facilities and other resources (collectively, “VEIC Systems”) and its data is 
appropriately controlled and that these resources are adequately protected. This includes access 
by vendors, other third parties and their respective employees, agents, subcontractors and 
representatives (collectively, “Vendors” and each individually, a “Vendor”).    

This Vendor Information Security Requirements document (this “VISR”) sets forth the obligations 
that apply to Vendors that receive access to (i) VEIC Systems, (ii) VEIC Data (as defined below) 
and/or (iii) VEIC premises in connection with receipt of access to VEIC Systems and/or VEIC Data, 
when engaged in business with any VEIC entity (such entity, “Company”). This VISR supplements 
the terms and conditions set out in any agreement between Company and Vendor to which this 
VISR is attached or that otherwise incorporates this VISR by reference (the "Agreement"). VEIC 
Systems and VEIC Data are confidential information of VEIC.  For purposes of this VISR, “VEIC 
Data” means personally identifiable information / personal information of VEIC’s customers or 
associates, protected health information, payment card information, and any other confidential 
or restricted information or data of VEIC that if disclosed to the public or unauthorized parties 
(including competitors) is likely to cause significant harm or competitive disadvantage to VEIC 
(e.g., trade secrets, marketing plans, financial information, budgets, IP (internet protocol) 
addresses and IP ranges, strategic plans, employee compensation and performance 
information).   

1. General Obligations 
If Vendor is provided with access to VEIC Data or VEIC Systems as part of its engagement with 
Company, Vendor shall for the entire duration of the engagement:   

a) maintain at all times a comprehensive and formally documented information security 
program that: 

1. is based on a reputable information security standard; 
2. complies with applicable laws and regulations and; 
3. includes appropriate administrative, technical, physical, organizational and 

operational safeguards and other security measures designed to: 
4. establish minimum required standards related to the safeguarding of Vendor 

data and VEIC Data contained in both paper and electronic records; 
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5. protect the security and confidentiality of Vendor data and VEIC Data in a 
manner consistent with applicable industry standards; 

6. protect against any anticipated threats or hazards to the security or integrity of 
Vendor data and VEIC Data; and 

7. protect against unauthorized processing, loss, use, disclosure or acquisition of or 
access to any Vendor data or VEIC Data; and upon Company’s request, provide a 
summary or overview of this security program and/or a written confirmation that 
an assessment of Vendor’s information security program has been conducted by 
an independent assessor and that any discovered program deficiencies have 
been remediated; 

b) cooperate with security audits/assessments/testing as may be periodically requested by 
Company (and no more than annually unless a problem is identified) upon prior written 
notice to Vendor, to be performed by or on behalf of Company to confirm Vendor’s 
compliance with this VISR; provided that such audits/assessments shall be conducted at 
a time(s) mutually agreed by the parties, during Vendor’s normal business operations, in 
a manner minimally disruptive to Vendor’s business, and subject to reasonable 
confidentiality requirements consistent with the confidentiality provisions in the 
Agreement);    

c) ensure that Vendor personnel or representatives that receive access to VEIC Data are 
competent, properly trained in information security matters and understand Vendor’s 
obligations under this VISR;   

d) ensure that Vendor personnel are assigned unique authentication credentials, such as 
user names, passwords, digital certificates, tokens and smartcards, for access to VEIC 
Data, and that these credentials are handled with the utmost care and confidentiality to 
prevent unauthorized disclosure or misuse;   

e) ensure that, unless expressly authorized in writing by Company, no VEIC Data shall be 
permanently stored on laptops that are not equipped with full hard drive encryption, and 
that no VEIC Data is stored on or accessed by USB drives, mobile devices, or any other 
portable storage media belonging to Vendor or Vendor personnel;    

f) grant access to VEIC Data only on a need to know basis, and not distribute such VEIC 
Data outside the purpose of the engagement;   

g) have effective and up-to-date endpoint protection in place, which includes capabilities 
for dynamic exploit protection, dynamic malware protection, mitigation, remediation and 
forensics, on all Vendor systems that are used to access VEIC Data;    

h) upon termination of the engagement, upon request of Company, or at any such other 
time as may be required by applicable law, securely return, securely destroy or render 
unreadable or undecipherable all VEIC Data provided to Vendor that remains in Vendor’s 
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possession or control, and provide Company with a written certification that such return 
or alternate action has occurred;   

i) notify Company of any unauthorized use of, disclosure of, or access to VEIC Systems or 
VEIC  
Data, or any failure to comply with this VISR, promptly and in no event more than 
twenty-four (24) hours after Vendor confirms such prohibited activity and shall 
cooperate with Company in taking necessary or advisable corrective actions.  

j) handle all Confidential Information in accordance with all applicable laws and contractual 
obligations. In the event that the Vendor, pursuant to applicable law or regulation or 
legal process, is requested or required to disclose VEIC Data, the Vendor shall provide 
the Company with prompt notice of such requirement in order to enable the Vendor to 
confer with the Company concerning the steps that may be taken to reduce the extent of 
VEIC Data that must be disclosed and/or to enable the Company to seek an appropriate 
protective order or other remedy reducing the extent of VEIC Data that must be 
disclosed. In any event, the Vendor shall disclose only such VEIC Data that the Vendor is 
advised by legal counsel is legally required to be disclosed in order to comply with such 
applicable law or regulation or legal process (as such may be affected by any protective 
order or other remedy obtained by the Company) and shall use reasonable efforts to 
ensure that all VEIC Data is so disclosed will be accorded confidential treatment.  
  

2. Access to VEIC Systems   
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor is provided access to VEIC Systems. In these situations, Vendor shall:    

a) ensure that requests to grant Vendor access to VEIC Systems follow approved, formal 
processes and adhere to the “least privileged access principle” (i.e., access to information 
resources must be limited to only those individuals whose job requires such access, and 
access to information resources must be prevented unless explicitly allowed);    

b) ensure that all remote access to VEIC Data by Vendor personnel or representatives is 
secured using multi factor authentication via a secure method or another authentication 
mechanism as agreed upon with VEIC;   

c) ensure that Vendor personnel shall not attempt to gain access to any VEIC Systems that 
are not specifically related to fulfilling the purpose of the engagement;   

d) ensure that system access provided to Vendor personnel is promptly terminated (i) upon 
termination of the engagement with Vendor, (ii) when Vendor personnel change 
functions and no longer require access, (iii) when Vendor personnel are no longer 
assigned to Company’s account or, (iv) when for any reason, access is no longer 
required; and   
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e) accept and agree that, if and while Vendor personnel are using any VEIC Systems, system 
activity (e.g. system events, unauthorized log-in attempts or unauthorized transmissions 
of confidential information) may be subject to monitoring, to protect Company 
information assets, to the extent allowed by law and pursuant to all reasonable security 
instructions and VEIC policies or guidelines.    
  

3. Access to VEIC Premises   
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor is provided physical access to any non-public areas in Company’s location or premises 
and receive access to VEIC Systems or VEIC Data. In these situations, Vendor shall and shall 
ensure that Vendor personnel will:    

a) comply with guidance and policies provided by the Company, verbally or in writing, with 
regard to building safety and security, while working on site at Company’s premises;   

b) not attempt to gain access to any Company facilities or areas within those facilities that 
are not specifically related to fulfilling the purpose of the engagement;   

c) treat security and identification devices (such as access badges) provided to them by 
Company with the utmost care and confidentiality to prevent unauthorized access;    

d) ensure that Vendor personnel shall have available a valid photo ID at all times while on 
Company premises and shall present such identification upon request of Company 
personnel; and    

e) refrain from interfering with VEIC’s network and infrastructure or causing any damage or 
threat to such network and infrastructure.   
  

4. Housing Services, Hosting Services and Cloud Services   
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor provides facilities that host Company infrastructure (e.g., data centers), provides facilities 
and infrastructure for Company to manage and store its data, provides facilities and 
infrastructure to host supplier-provided IT solutions, or provides professional services that 
support the deployment and ongoing management of externally-hosted (not within Company 
facilities) information resources. If Vendor is providing any of these services to Company, 
Vendor shall:   

a) comply with the SOC2 control framework and regulations, or a similar control framework 
with at least an equal security standard;    

b) periodically provide Company (at least annually) with an unqualified SOC 2 (Type II) 
examination in accordance with the AICPA AT Section 101, or any successor or 
equivalent standards, by qualified, independent auditors engaged and compensated by 
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Vendor, covering Vendor’s controls and systems relating specifically to all aspects of the 
services provided (“SOC 2  
Report”); and   

c) provide security operational integration such as logs, monitoring and remediation, for 
integration with VEIC’s SOC requirements.   

d) ensure that all confidential data is encrypted in transit and at rest.  
  

5. Developing or Maintaining Software  
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor develops and/or maintains software for Company as part of the engagement. In these 
situations, Vendor shall:   

a) maintain a secure Systems Development Life Cycle (or “SDLC”) process, including at a 
minimum:   

1. evidence of a secure code review process;  
2. periodic application penetration test executed by a specialized third party;   
3. a procedure that results in timely resolution of all discovered high and medium 

risk vulnerabilities (using the Common Vulnerability Scoring System (or “CVSS”); 
and   

4. a security checkpoint in change management.   
5. if a web/internet-based application – ensure staff is trained on, and adhere to 

secure coding principles described in OWASP Secure Coding Guidelines that 
covers, but not limited to:   

i. input validation  
ii. output encoding  
iii. authentication and password management iv. session management  

v. access control  
vi. cryptographic practices  
vii. error handling and logging  
viii. data protection ix. communication security  
x. file management  
xi. memory management  
xii. general coding practices  

b) apply the following measures in accordance with industry best practices:  
1. patch management;   
2. vulnerability assessment;   
3. strong access control;   
4. logging; and   
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5. system hardening.   
c) provide to Company, upon request (in the event of an incident or no more than 

annually), evidence that periodic application penetration tests are performed and 
discovered vulnerabilities are remediated; and   

d) periodically (no more than annually) provide Company with an ISO, SOC2 Type II or Type 
III, or similar certification reflecting the compliance of Vendor with the above obligations.   

  
6. Maintaining Hardware   
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor maintains hardware for Company as part of the engagement. In these situations, Vendor 
shall apply the following measures with respect to the hardware and peripherals it provides 
and/or maintains:   

a)  hardware hardening according to industry best-practices or VEIC instructions; and   

industry standard-based security or prevention measures (anti-tampering, air gapping etc.).   

  
7. Privileged Access    
Compliance with this section of the VISR is required for the entire duration of the engagement if 
Vendor (i) manages IT systems (hardware or software) for VEIC or (ii) is responsible for any 
aspect of Identity and Access Management (IAM) related to VEIC systems, including Privileged 
Access controls. For purposes of clarity, this Section 7 will apply only if Vendor is providing 
services pursuant to Sections 4, 5 or 6 above.  “Privileged Access” is defined as access that 
provides a capability to alter the properties, behavior, or control of an information resource, 
change system control parameters, alter other users’ access to data, or bypass or change system 
and security controls.  In these situations, Vendor shall:   

a) Maintain and disseminate to Vendor employees a written access control policy based on 
reputable industry standards and the least privileged access principle.   

b) Include formal instructions for the following in Vendor’s IAM procedures:    
1. Approval for, creation of and providing entitlements for privileged accounts;   
2. Removal of Privileged Access upon termination of the engagement with Vendor, 

when Vendor personnel change functions and no longer require access, when 
Vendor personnel are no longer assigned to the VEIC account or, for any reason, 
Privileged Access is no longer required.   

c) Maintain a recertification cycle (validation of permissions granted) for privileged accounts 
that includes:   

1. Maintaining a list of Vendor personnel with Privileged Access to VEIC Systems or 
other IT resources that support VEIC Systems or operations;    
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2. Reviewing Vendor personnel’s access rights at regular intervals (at least quarterly) 
and after any changes, such as promotion, demotion, or termination of 
employment;    

3. Taking immediate action to correct any discrepancies discovered during this 
review; and   

4. Upon request by Company, providing reporting related to this review.   
d) Monitor and adequately log creation of and changes to privileged accounts for systems 

used by, accessed by, or in-place to support Company and, upon discovery of anomalies, 
notify Company.   

e) Monitor and adequately log all actions performed by Vendor personnel with Privileged 
Access to systems used by, accessed by or in-place to support Company, report any 
anomalies to Company and, upon request, provide a history of all system management 
actions performed by Vendor personnel that could impact the confidentiality, integrity or 
availability of services or systems.    

f) Implement procedures for emergency access (e.g., a “break glass” account) and ensure 
that passwords are properly secured and changed after each use.   

g) Ensure that all Vendor personnel (including technical and functional support personnel, 
operators, network administrators, system programmers, and database administrators) 
have an individuallyassigned unique identifier (user ID) that can be traced to the 
accountable individual.   

h) Implement controls to ensure secure log-on procedures, quality passwords, a secure 
authentication method, and session time-outs for inactive sessions at the network, 
operating system and database level.    

i) Ensure that non-personal accounts (e.g., Admin or Root, service accounts, batch accounts, 
and back-up accounts) cannot be used by an individual for system access.    

j) Where technically feasible, integrate solutions provided by Vendor with the VEIC privileged 
access management (PAM) solution.   

 


